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(EMATHYECKASI TPOIPAMMA JIMCUMITJIUHDI
ACIb NIPEAMETAL PA3BUTHE HABBIKOB, HEOOXOAMMBIX 1Sl PeATH3ALIMH KOMMYHHKATHBHBIX KOMIIETEHLNI, M103BOJIAIOLLIHX
MarucTpaHTam O0WATLCS B A€10BOI 1 HayuHOIT cepax i BECTH HCCIEA0BATENLCKYIO AEATENbHOCTb B MEKILY HAPOHBIX
HCC/IEIOBATENBCKHX KONEKTHBAX. M3y4aloTes yCTHBIE, MHCLMEHHBIE H AIEKTPOHHbIE METO/bI 00LLEHHS, @ TaKkKe MpOo(ecCHOoHaIbHbIE
TEKCTbl HA MHOCTPAHHOM s3blKe.
PesyabraTst odyuennst no aucuinie:

1. Ayanposanue: 4

MOHHMATB HA CITYX AYTEHTHYHYIO Peub 00LIero, MpopeccHonanbHOro H HayUHOro XapakTepd

- (DYHKLHOHANBHbII THI KOMMETEHLUNH:

2. l'oBopenmne:

NPUMEHATb NPOGECCHOHANBHYIO NIEKCHKY M TEPMHHOIOTHIO, HE0OX0AMYI0 1S YI(PeKTHBHOrO 06LIEHNA B NPO(ecCHOHANBHOI cpee
B pPaMKax CBOEH CneuHalbHOCTI;

KPEaTHBHO MBICJIHTb; e
TBOPYCCKH MOAXOAMTH K PELICHHIO HOBBLIX MPOOJEM M CHTyalMii; camMOCTOATEbHO TOTOBHTH H JlelaTb YCTHbIC COOOLICHIA Ha
NPO(ECCHOHANLHBIE TEMbI, B TOM HHCAE C HCNOAL30BAHHEM MYAbTUMEAHHHBIX TEXHONOTHII.

- CMOCOOHOCTD K aHANU3Y W CHHTE3Y HH(OPMALHK:

3. YUrenne. [1o cnennanbHOCTH NOHIMAET OCHOBHOH CMbIC OPHIHHALHBIX HAYYHBIX TEKCTOB HA HHOCTPAHHOM A3bIKE.

4. IMucbmo:

COCTaBAATH MUCHMEHHBIE TEKCTbI HH(OPMATHBHOTO XapakTepa (cooBuIeHHe, A0Ka, 0630p, HAYUHYIO H TEXHHUECKYIO 10KYMEHTALHIO);
A€MOHCTPHPOBATh HABBIKH BAACHHS OPATOPCKHUM HCKYCCTBOM: NPABHALHO 1 IOTHUHO OGOPMAATH CBOM MBIC/TH B THCHMEHHOIT (hopme.
- CMOCOOHOCTD K OLEHKE H 00001WeHNIO yueOHO# CHTyaLK:

5. [1oAroTOBHTB MPE3EHTALHIO, TPOCKT 110 H3YUCHHBIM TeMaM.

OcHOBHBIE TeMbl, H3y4aeMble 10 ANCLHIIHHE
Moayas 1. Introduction to the subject

l.Information Security as a Multidisciplinary Field

2. Threats and Vulnerabilities in Modern Information Systems
3. Cryptography as a Foundation of Information Security
4. Information Security Management and Risk Assessment
5. Human Factor in Information Security

1.What Is Cryptology?

2. Symmetric Encryption

3. Public-Key Cryptography

4. Cryptographic Hash Functions

5. Cryptology in Everyday Life

1.Artificial Intelligence — Reinforcement Learning

2. Data Structures — Trees and Graphs

3. Operating Systems — Process Scheduling

4. Databases — Indexing and Query Optimization

5. Networking — TCP/IP Protocol Suite

1.Introduction to Intelligent Control Systems

2. Fuzzy Logic Control

3. Neural Network-Based Control

4 Model Predictive Control with Al Integration

5. Reinforcement Learning for Control

Moayas 2. Stages of the subject

1.Network Security and Traffic Protection

2. Malware Types and Defense Strategies

3. Authentication and Access Control Mechanisms

4. Data Protection and Privacy

5. Incident Response and Security Monitoring
1.Principles of Modern Cryptology

2. Symmetric and Asymmetric Cryptosystems

3. Cryptographic Hash Functions and Digital Signatures
4. Post-Quantum Cryptography

5. Foundations of Modern Cryptology

I. Advanced Algorithms — Dynamic Programming

2. Machine Learning — Convolutional Neural Networks
3. Operating Systems — Virtual Memory

4. Networking — Software-Defined Networking (SDN)
5. Databases — Distributed Systems and CAP Theorem




4brid Intelligent Control Systems
sdaptive Control in Intelligent Systems
. Expert Systems in Control
4. Intelligent Fault-Tolerant Control
5. Future Trends in Intelligent Control Systems

Module 3. Definition of the subject

1. Conceptual Foundations of Information Security

2. Advanced Threat Landscape and Attack Methodologies
3. Cryptographic Mechanisms and Trust Models

4. Risk-Oriented Security Governance and Compliance
5. Human-Centric Security and Cognitive Exploitation
1.Symmetric vs Asymmetric Cryptographic Systems

. Cryptographic Hash Functions and Their Applications
. Post-Quantum Cryptography

- Cryptographic Hash Functions and Digital Signatures
- Cryptology in the Contemporary Digital Era

. Cybersecurity — Public Key Infrastructure

- Artificial Intelligence — Reinforcement Learning

. Algorithms — Graph Theory

. Cloud Computing — Containerization

. Big Data — MapReduce Paradigm

. Neuro-Fuzzy Systems

. Intelligent PID Controllers

- Model Predictive Control with Machine Learning

. Reinforcement Learning-Based Control

. Intelligent Fault Detection and Diagnosis

WA W~ WD — bW

Cnucok PEKOMEHAYEMbIX HCTOYHHKOB
Jlutepartypa
OcHoBHas:
1.Rongmao Chen, Robert H. Deng, Moti Yung (pea.) — Information Security and Cryptology: 21st International
Conference, Inscrypt 2025.
2 Dusko Pavlovic & Peter-Michael Seidel — Security Science (SecSci), Basic Concepts and Mathematical Foundations
(2025)
3. Stuart J. Russell & Peter Norvig — Artificial Intelligence: A Modern Approach (4-e u3a., 2020)
4. Routledge (pa3usie aBTopsl) — Computer Science Textbook Series (svinycku 2025)
5. Tiffany Timbers, Trevor Campbell, Melissa Lee — Data Science: A First Introduction (2024)
6. Artificial Intelligence: A Textbook — Charu C. Aggarwal 2021.

JlononHuTeNbHAS:

1.Jack Dougherty & Ilya Ilyankou — Hands-On Data Visualization (2021)

2. Empire of Al: Dreams and Nightmares in Sam Altman’s OpenAl — Karen Hao 2025.
3. Introduction to Al Safety, Ethics, and Society — Dan Hendrycks 2024.

HnTepHeT-pecypebl:
1. MOOC: Academic Writing: The Structure of a Research Paper. na nnatdopme open.kaznu.kz.

2. https://www.ebooks.com » en-us

3. http://dictionary.cambridge.org

4. http://www.ditext.com/russell/russell.html
5. http://www.fallacyfiles.org/taxonomy.html

2. METOJAMYECKHUE YKA3AHMSI 1O BBINMOJHEHUIO 3AJJAHUSI M TOTOBOIO KOHTPOJISI: CTAHIAPTHbBIN
[MUCbMEHHbBIN OFFLINE s
2.1. ®opma sk3amena: CranpapThblit nucbmennbli offline. IMaatdopma: UC Univer

2.2, Hesb NHCLMEHHOr0 9K3aMeHa: AeMOHCTPHPOBATL OCBOEHHBIE BO BPEMS H3YUEHHUs AHCUMIIHHBI Pe3ybTaThbl 00y eHHS, HABbIKH
¥ KOMIIETEHLNH, YMEHHE JIOTHYHO M3/1araTh CBOW MbIC/H B MUCbMEHHOI (hopMe, apryMeHTHPOBAHHO 10Ka3bIBATH CBOIO TOUKY 3PEHHS.
2.3. Oknaaemble pe3ysibTaTbl BbINOJHEHHS 3a4aHNsT:

OnanH GuIeT MUCbMEHHOTO 9K3aMeHa COACPIKUT 3 BOMPOCa, BbISBISIOLULIHE Pe3yibTaTbl 00YUEHHs M0 H3YUEHHOMY Kypey i
OLIEHUBAEMbIE M0 ONUCAHHBIM HHIKE KPUTEPHAM:

1-it Bonpoc - Kpumepui 1. 3natne Teopiu M KOHLENLUHH Kypea; JJOTHYHOCTb H3noxkeHus. Kpumepuii 2. TloHumaHHe H NOATBEPKACHHE




ACpaMH TCOPCTHUECKUX MOJIOMKEH NI, U3NaraeMblX B CONEpIKaHHH Kypca.

onpoc: Kpumepu
4 BONIP pumepuii 3. Tpimenenne n3GPaHHOH METOLHKH H TEXHOTOTHH K MHCMEHHBIM MpaKTHYECKHM 3atanuam. Kpumepuii 4.
JACKPBITHE 1 PELUCHHE OCHOBHOTT NPOOAIEMbI, IAHHOM B NPAKTHUECKOM 3a8aHHH.
3-it Bonpoc - Kpumepuii 5. OueHuBanue u nucbMeH b1 KPUTHYECKHIT aHATH3 NPUMEHHMOCTH BbIOPaHHO METOHKH K
KEHHON
npeao 1y IPAKTHYECKOMY 3a1anmio. Kpumepuii 6. O6ocHOBaHMe NOJTY4EHHOTO pesynbTaTa 3 COGCTBEHHOI MPAKTHKH.
2.4. TIpouenypa npoBeaeHus JK3amMena.

;Z; :C;Tall*;ﬂapTHbll‘l MHCbMeHHbIN offline IK3aMeH MPOBOATCA B COOTBETCTBHM C YTBEPHKIAECHHBIM PACTIHCAHHEM.
,6 +£. 98 15 MHHYT 10 Havana nucbMenHoro offline ak3ameHa nexypHblii npenosasatenb 0CyECTBAAET MPOBEPKY JHYHOCTH
J
ODYHAIOLIHXCA NO yNOCTOBEPEHHIO THUHOCTH, paccakiBaeT 00y UarOLMXCA M0 N0CAA0YHBIM MECTAM, YKa3aHHBIM B ABOYHBIX JIHCTAX.

2.4.3. B ciyyae siBKM Ha mucbMeHHOro offline K3aMeH NoACTABHOrO JMLA [eKYPHbIM MPEroaaBaTeeM CoCTaBAeTCs
COOTBETCTBYIOUIMIT aKT O HApy WeHnH HacToswmx [Tpasuyi.

2.4.4. Ono3nasiune 0Gyyalounecs Ha IK3aMeH He J0MyCKaloTCA.

2.4.5. Bo BpeMs 3K3aMeHa ey PHbiii penoaaBaTesb 0CYLIECTBISET KOHTPOb co6moz1emm 00yHUaIOLLHUMHUCS NPABUS NOBEACHHS
COTNIACHO YTBEPXKAEHHON HHCTPYKUMH,

2.4.6. Tlo OKOHYAHUH BPEMEHH, OTBEAEHHOTO Ha Yk3aMeH (2 aCTPOHOMUUECKHX Yaca), AexypHblii npenoaasateb:

1) cobupaet 3k3aMeHaLHOHHbIE padoThI;

2) IPOCTABNAET B KaX/101t paboTe 3HAK OKOHYAHMs HATMCaHMs paboT B INCTAX OTBETOB — AnTepy X;

3) MPeOCTABAET IUCThI OTBETOB BMECTE C SIBOYHBIMH JIMCTAMU Ha LUH(POBAHHE CMIELMATNCTY NEKaHAT.

2.4.7. B ciyuae 3a1epiKK# NPea0CTaBeH s paboT A WHPOBAHUSA CIEUHATHCTY AeKAHATA COCTABIAETCA COOTBETCTBYIOLIHIT aKT ¢
TIOCNIeTYIOLMM TIPHBJIEUEHHEM K OTBETCTBEHHOCTH BUHOBHBIX JIHLL

e

2.4.8. Ha osk3amene 06yuaroumumes 3anpetuaercs MMeTh npu cebe Wi KCnob30BaTh WITAPrajiki, COTOBbIE Tee(OHbI, CMApT-4achl H
JPYTHe TEXHUYECKHE U HHble CPeACTBA, KOTOPbIE MOTYT ObITb HCMOJB30BAHbBI /I HECAHKLUIMOHHPOBAHHOIO 0CTY A K
BCIIOMOTraTesbHOM HHGOopMaLmK, 3anpeLlaeTcs pa3roBapuBaTh ¢ ApYrHMu 00y4aloMMHKCA H MOCTOPOHHHMH JIMLAMHM, 3aNHCLIBATH
®UO wnnu uHble HACHTH(UKALMOHHbIE 3aMHCH B OTBETAX.

2.4.9. Ecin 00yyatolmiics sBUCS Ha 9K3aMEH W 0TKa3aJIcs OT OTBETa o GUIETY, caada IK3aMeHa OLEHHBACTCSA Kak OLCHKa «F».
2.4.10. Tpu OTCYTCTBHH YBa)XMTE/bHOI NPHUHHBI HESABKA HA IK3AMEH OLEHHBAETCA Kak OueHKa «Fy.

2.4.11. B ciyuae HapylueHusi 00y4alouMes OLHOTO WK HECKOJIbKUX M3 AaHHBIX MYHKTOB 3aMONHACTCA akT aHHY IHPOBaHHA
3K3aMEHALMOHHO paboThl (1anee — AKT), BbICTaBAsETCA OLeHKa «F» («HEey10BIETBOPUTENBHON) 32 AHCLIUTIHHY.

2.4.12. 3a noBTOpHOE HapylueHye HacToAwMX [TpaBun Ha sk3ameHe, 00y UatoLLMICA NPEACTABAAETCA K PACCMOTPEHHIO Coseta
(bakynbTeTa no JTHKE.

2.4.13. UTorosas oLeHKa 1o AMCLMIINHE MOXKET OblTh aHHYIMPOBAHA B TEUEHHE | MecaALa Noc/e NPOBEACHHA IK3aMeHa, B Ciyae
BBIABJIEHUA HApyLIEHHs 00YHaOLLMMCA UHCTPYKUMIL AU1sl TPOBEACHHA UTOTOBOTO KOHTPONA C NPHMEHEHHEM AHCTAHLMOHHBIX
06pa30BaTe/IbHbIX TEXHONOr I /MM NPaBHJ NMOBEAEHHs HA IK3AMEHE: HCTIOJb30BAHHE LNApraokK, COTOBbIX TenedoHOB, BeaeHHE
NeperoBopoB M T. 1. Ha OCHOBAHKH 3amuceii ¢ BUACOKaMep HaOJI0AEHNUS C 3amoNHeHHeM AKTa, AKT aHHYJIMPOBAHHIO 00KaNI0BAHHIO H
aneUIsILMK He MOUIEKHT.

2.4.14. Bce HapylUeHHS Ha 9K3aMeHAX 3aHOCATCS B TPAHCKPUIT 00y 4alowwerocs.

3. TOJIMTUKA OLLEHWBAHMUSI
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